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ABSTRACT 
 
The prevalence of computer resources and the internet are important business tools that continue to gain prominence 

each passing day. These resources are used for making new and innovative products as well as services. Associated with this 
trend is the extent of cyber-crimes committed against or using computers. The criminals are using high-end technologies to 
commit such crimes which are beyond the reach and understanding of a layman.  As a response to the growth of cyber-crimes, 
analyzing a computer or a digital device has become a necessity especially in the field of criminal investigations. This paper 
deals with the admissibility of the evidence in cybercrimes. 
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I. LITERATURE REVIEW 

 This section reviews the literature on digital forensic investigations and their challenges, especially 

those that are likely to adversely affect the admissibility of the adduced evidence in court. Various 

concerns are at play here: from procedural through perceptions and technicalities. Some of the issues 

raised to discredit digital forensic investigations include the lack of trained forensic analysts, 
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proficiency testing, certifications, best practices, policies and procedures, laboratory standards, and 

accreditation, etc.[1] 

II. INTRODUCTION 

 The word cyber automatically connects our thoughts to the internet, technology, and virtual world 

which includes the computer, networks, data storage, software, cell phones, ATMs, other peripherals 

which together collectively and generically is referred to as ‘cyber space’. The criminals are using 

these high-end technologies to commit crimes that are beyond the understanding of a layman. A 

person unskilled in this art cannot fancy tracing the roots of such cyber-crime. 

 In cyber-crimes, the evidence furnished is in electronic form and hence it becomes difficult to test the 

veracity of such pieces of evidence. The role of cyber forensics comes into play here. The use of 

science and technology to establish facts in courts of law is called forensics. When prefixed by the 

word cyber, it connotes the relation with cyberspace. Etymologically we term them as ‘electronic 

evidence’ which means the collection, preservation, and analysis including court presentation of 

computer-related shreds of evidence. 

  

Electronic evidence or digital evidence is any substantiated information that is either stored or 

transmitted in digital form that a person may use in case of trial before the court. Before admitting the 

digital evidence, its relevance, veracity, and authenticity must be established by the court as to 

whether the fact is mere hearsay or whether a copy is preferred to the original. The electronic 

evidence can be found in emails, digital photographs, ATM transaction logs, word processing, 

documents, instant message histories, files saved from accounting programs, spreadsheets, internet 

browser histories databases, contents of computer memory, computer backups, computer printouts, 

global positioning system tracks, logs from a hotel’s electronic door locks, digital video or audio files. 

Digital Evidence tends to be more voluminous, more difficult to destroy, easily modified, easily 

duplicated, potentially more expressive, and more readily available.[2] 

It is very vital to recognize the nature of electronic evidence as it can be tampered with easily. 

Intrinsic care, caution, vigilance must be taken while handling sensitive pieces of electronic evidence. 

Virus, electromagnetic or mechanical damages are the primary threats to electronic evidence. The 

proliferation of the internet and the influence of information technology on society as a whole along 
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with the ability to store the information in digital form has all necessitated amendments in Indian law 

to incorporate the provisions on the appreciation of digital evidence. 

The Information Technology (IT) Act, 2000 was amended to allow for the admissibility of digital 

evidence. An amendment to the Indian Evidence Act 1872, the Indian Penal Code 1860, and the 

Banker's Book Evidence Act 1891 provides the legislative framework for transactions in an electronic 

world. 

 The Information and Technology Act, 2000 (hereinafter referred to as “Act”) was enacted in response 

to the growing demand for legislation in cyberspace. The concept of ‘digital signatures’, ‘encryption’, 

‘electronic evidence’ etc. was introduced in this Act.  These terms were new to the then law of 

evidence and there was no provision to adduce them as evidence in courts of law. Inevitably, certain 

changes were made in the Indian Evidence Act, 1872 to accommodate itself with the changing times. 

The Indian Evidence Act, 1872, and Information Technology Act, 2000 now grant legal recognition 

to electronic records and evidence submitted in the form of electronic records. 

According to section 2(t) of the Information Technology Act, 2000 “electronic record” means data, 

record or data generated, image or sound stored, received or sent in an electronic form or microfilm or 

computer generated microfiche.[3] 

III. EVIDENTIARY VALUE OF ELECTRONIC 
RECORDS 

The evidentiary value of an electronic record is in constant proportion to its quality. According to 

section 3 of the Indian Evidence Act, 1872, “evidence” means and includes all documents including 

electronic records produced for the inspection of the court, and such documents are called 

documentary evidence.[4] Thus the section makes it plain that documentary evidence can be in an 

electronic record form and stands at par with the conventional form of documents. 

The evidentiary value of electronic records is elaborated under section 65A and 65B of the Indian 

Evidence Act, 1872 (hereinafter referred to as Evidence Act). These sections provide that if the 4 

enumerated conditions are satisfied then any information contained in an electronic record which is 

printed on paper, stored, recorded, or copied in an optical or magnetic media, produced by a computer 

is deemed to be a document and becomes admissible in proceedings without further proof or 
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production of the original, as evidence of any contacts of the original or any facts stated therein, 

which direct evidence would be admissible. 

The four conditions referred to above are: 

1. The computer output containing such information should have been produced by the 

computer during the period when the computer was used regularly to store or process 

information for any activities regularly carried on during that period by the person having 

lawful control over the use of the computer. 

2. During such a period, information of the kind contained in the electronic record was regularly 

fed into the computer in the ordinary course of such activities. 

3. Throughout the material part of such a period, the computer must have been operating 

properly. In case the computer was not properly operating during such a period, it must be 

shown that this did not affect the electronic record or the accuracy of the contents. 

4. The information contained in the electronic record should be reproduced or is derived from 

such information fed into the computer in the ordinary course of such activities.[5] 

Where a statement in evidence is sought to be given under Section 65B, Section 65B(4) requires a 

certificate to be produced that inter alia identifies the electronic record containing the statement and 

describes how it is produced, and gives particulars of the device involved in the production of the 

electronic record to show that the electronic record was produced by a computer, either by a person 

occupying a responsible official position concerning the operation of the relevant device, or the 

management of the relevant activities, whichever is appropriate. 

IV. JUDICIAL PRONOUNCEMENTS 

Before the amendment of the laws, the judiciary did not witness any evidence involving computer 

records. With the increase in the role and usage of electronic evidence in courts of law, it has left open 

a very pertinent question of whether the judiciary is well equipped to appreciate this highly technical 

evidence. It is seen that the courts of India have very well encountered such electronic evidence 

following the newly introduced laws and have been readily assisted by a cyber-forensic expert and 

cyber lawyers. 

The Supreme Court in State of Delhi v. Navjot Sandhu[6] held that that the requirement of the 

certificate under Section 65B is not always mandatory, and irrespective of the compliance of the 
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requirements of Section 65B, there is no bar to adducing secondary evidence under other provisions 

of the Evidence Act. It was held by the court that the law permits such evidence to be given in the 

circumstances mentioned in the relevant provisions, namely, sections 63 and 65 of the Indian 

Evidence Act, 1872. The judgment was overruled in Anvar P. K. vs. P.K Basheer & Ors[7] and 

redefined the evidentiary admissibility of electronic records to correctly reflect the letter and spirit of 

the Evidence Act by reinterpreting the application of sections 63, 65, and 65B of the Evidence Act. 

In-State of Delhi v. Mohd. Afzal & Others[8], the court held that electronic records as evidence are 

admissible in the courts and if someone challenges the accuracy of electronic records on the grounds 

of misuse of the system or operating failure or interpolation, then the person or party challenging it 

must prove the same beyond a reasonable doubt. The court also observed that mere theoretical and 

general apprehensions cannot make evidence defective and inadmissible in the court. 

In-State of Punjab v. Amritsar Beverages Ltd.[9], the Supreme Court expressed that there are a lot of 

difficulties faced by investigating officers due to lack of scientific expertise and insight into digital 

evidence techniques. The court also noted that the Information Technology Act does not deal with all 

types of problems and hence the agencies are seriously handicapped in some respects. 

The Supreme Court in a recent judgment of Arjun Pandit Rao v. Kailash Kushanrao[10] held that a 

certificate under Section 65B (4) of the Evidence Act is essential for the admissibility of electronic 

records. The certificate constitutes evidence for the identification of an electronic record and provides 

particulars of any device involved in the production of that electronic record, signed by a person 

occupying a responsible official position in relation to the operation of the relevant device or the 

management of the relevant activities.[11] 

The Apex Court also dealt with the issue of the inability of a person in a proceeding in producing a 

certificate who is not in possession of the electronic device. While analyzing this aspect, the Apex 

Court of the country answered this in the backdrop of the Evidence Act, the Code of Civil Procedure, 

and the Code of Criminal Procedure, that a judge has sufficient powers and jurisdiction to order the 

production of any document. An application can always be made for the production of such a 

Certificate in cases in which there is a refusal to grant the Certificate. Such party is said to have 

completed his legal obligations to procure the Certificate. The Court perused the following maxims - 

lex non cogit ad impossibilia i.e. ‘the law does not demand the impossible’, and impotentia excusat 

legem i.e. ‘when there is a disability that makes it impossible to obey the law, the alleged 
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disobedience of the law is excused’. The Supreme Court relied on a series of judgments that have 

applied this maxim in similar legal positions.[12] 

 

V. CONCLUSION 

It is quite a notable attainment for law enforcement agencies and legislators that our country has kept 

pace with the ever-evolving technology trends and advanced extremely vital and necessary 

amendments in its laws to cater to the demands of changing situations. The basic principles of 

equivalence and legal validity of both electronic signatures and handwritten signatures and of 

equivalence between paper document and an electronic document have now gained universal 

acceptance. Despite the technical measures and other securities, there is still a probability of 

electronic records being tampered with and to curb and identify such tampering complex scientific 

methods are being devised. For the admissibility of electronic records, definite criteria have been set 

under the Indian Evidence Act to fulfill the prime condition of authenticity or reliability which may be 

strengthened employing new techniques of security being introduced by advancing technologies. 

The Supreme Court ruling has settled the significance and interpretation of Section 65 (B) of the Act 

and furnishing of certificates for the production of electronic records in evidence. Directions were 

also issued to cellular companies and internet service providers to preserve records, which can be 

summoned if required. These are certainly an enabling provision that shall ensure that a party has an 

option to obtain and rely on such evidence to substantiate their contentions. 

The Supreme Court reiterated the distinction between primary and secondary evidence for electronic 

records. The admission of electronic evidence along with advantages can also be complex at the same 

time. It is upon the courts to see that whether the evidence fulfills the three essential legal 

requirements of authenticity, reliability, and integrity. 

Compliance in a strict manner with section 65B is now essential for persons who intend to rely upon 

emails, websites, or any electronic record in a civil or criminal trial before the Indian courts. This 

outlook has been provided to ensure the credibility and evidentiary value of electronic evidence as the 

electronic record is more susceptible to tampering, modification, and alteration. Serious issues have 

been raised in the digital world due to malpractices such as falsification of information and 
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impersonation, in relation to the authenticity of information relied upon as evidence. It raises queries 

as to how it is possible to prove the creation and transmission of electronic communication by one 

party when the party’s name as the author of the post could have been inserted by anyone. Therefore, 

it would be advisable for the courts or the government to make a special team of electronic and digital 

evidence specialists who can assist the courts and more specifically investigate the authenticity of the 

electronic records. In the matter of overcoming the challenges concerning the admissibility and 

appreciation of electronic evidence, our country has a long way to go in keeping pace with global 

developments. 
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